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Abstract 
Latency’sincreasingimportanceencouragesresearchonhowtopushdownRoundTripTimes                         
(RTTs) across the Internet, and develop new measurement techniques. In this scope, we                         
presentameasuringalternativewhichinvolvesdeterminingTCPlatencyfromaJavaScript                      
tool.Thisalternativehasthebenefitofgeneratingmassiveamountsofdata,fromprobes                           
locatedinmanydifferentplacesandthusreflectingthetruestateofanetwork,butthe                              
disadvantage of potentially introducing noise to the measurements. The benefits and                     
problemstackledareaddressedthroughoutthispaper,aswellassomepotentialfieldsof                           
application of this new measuring alternative. 

Introduction 
Latency is a critical network parameter that affects services across the Internet in                         
multipleways.Inordertohaveanunderstandingofanetwork’squalitycapabilities,or                          
to determine the network’s reachability/interconnection, latency has to be monitored                   
constantly,frommanypoints,tomanyotherpoints.Usually,monitoringtoolsarelocated                         
infewnodesandgeneratemeasurementstomanyothernodes,inasortofstardiagram.In                                
order to drive more complete conclusions, there isroomtodevelopatoolthatrunsin                              
manynodes,andgeneratemeasurementstomanyothernodes,thusgettingabetterpicture                          
of the network’s latency, in a sort of mesh diagram or matrix. 

Latency is a broad term, varying with OSI stack layer,protocol,OS,hardware,network                           
architecture, routers, network congestion and manyotherparameters.Thispapernarrows                     
thetermlatencytoTCPlatency,measuredfromawebbrowserviaJavaScript,tomanyweb                              
serversonTCPport80,acrosstheInternet.Uncertaintyhastobeaddressedandmodeled                             
correctly, in order to minimize errors and statistical noise, and therefore generate                       
veridic results. 

TCP latency and its increasing relevance 
There is a general feeling that latency measurements have been shadowed by throughput                         
measurements, despite the close relationship that binds latency and throughput. Lets                     
imagineasimpleandeverydayHTTPtransfer:beforeanyHTTPbasedprocessbegins,aTCP                          
transaction has to be started. Both TCP and HTTP protocols require several packets to                           
traveloverthenet,addingupRTTswitheachpacketandmakingthefinaltransfertime                               
increase. For our simple HTTP transaction, we are talking about 1,5 RTTs before the                           
server receives the corresponding resource request (GET). It is easy to see that if                           
latency is reduced, the global transaction time is reduced, and therefore network                       
throughput isincreased.Thiswellknownfacthasputlatencyinawholenewlight,and                            
new ways to reduce latency drastically are now subject of research. 
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Figure 1  HTTP File transfer [1]. 

Latencydelayshaveimplicationsinmanyareas,includinggeneralwebsurfing.According                       
to a survey conducted by Internet Society in 2012 (ISOC’sGlobalInernetSurvey2012),                           
thetopreasonholdinggeneralInternetusersupfromincreasingtheirInternetusagewas                           
connection speed. Assuming a large portion of Internet traffic is HTTPbased, latency                       
enhancements would impact in a considerable way among society. 

This facts set an ecosystem to determine a latency baseline indicatingitsperformance                         
throughout a network. Having such baseline, subsequent latency improvements would be                     
compared against historical data, and decisionmaking information could be drawn. This                     
baseline could indicate whether an infrastructure investment had a positive impact or                       
not,andinwhichamount.Itcouldsetmetricsforcontentproviders,inordertopromote                               
fast and responsive local content over remote content prone to latencydelays.Latency                         
within an Autonomous Systemcouldbemonitored,orevenfurther,the“distance”between                         
AutonomousSystemscouldbedeterminedandanydecisionsregardingtrafficexchangecould                       
be made, based solely on latency metrics. 

Thissimplescenarioencouragesustofindawaytomeasurelatencyeasilyandmassively                            
across multiple points of the net. These points, or probes, would submit their                         
measurements to a central database where historical data would be stored and analyzed. 

The instrument 
Latencycanbemeasuredinavarietyofways,dependingonthetypeofapplication,OSI                               
layer,protocol,amongotherconfigurations.Theapproachchosenthistimeistoimagine                         
the network as a black box, and generate large enough amounts of data in order to                               
consider the measurements representative of the network’s latency. 

InordertomeasureTCPlatencyinanaccurateway,thesampledpopulationhadtobeas                                 
large, representative, andrandomaspossible.Thiscouldonlybedonewithameasuring                          
instrument that follows some rules: 

1. It must use technologies that result in large amounts of data generated. 
2. In order to represent the world as it is, theinstrumentneededtobetriggered                             

from many different locations as possible, within the region of study. 

One lowcost and quickdeploy option is to use massiveservicesalreadyintheweband                             
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web standards, like alreadythere web servers and JavaScript. A web page visitor                       
triggeringbackgroundlatencymeasurementsàlaGoogleAnalyticswillclearlygeneratea                     
large and pseudorandom data set. 1

ThefollowingsnippetshowsasimplewayofmeasuringTCPlatencyfromawebbrowserin                             
JavaScript. 
 
function latencyTest(ip) { 
 

var ts, rtt, url; 
var to = 1000; 

 
if (ip.version == '4') url = "http://" +ip + "/" + Math.random(); 
if (ip.version == '6') url = "http://[" +ip + "]/" + Math.random(); 

 
 

$.jsonp({ 
type : 'GET', 
url : url, 
dataType : 'jsonp', 
timeout : to, 
error : function(xhr, textStatus, errorThrown) { 

if (textStatus != 'timeout') { 
// If there is an error and the site is online, we can                         

assume it is due to 404 
rtt = (+new Date  ts); 
post(rtt); 

} 
} 

}); 
 

ts = +new Date; 
} 

Ontheonehand,JavaScriptenablesmeasurementstobemassiveanddiverse.Thetestruns                             
ontheclientside(webbrowser),andallowstoberunfrommultiplelocations(ASs).But                               
ontheotherhandthedatasetgetspollutedasaconsequenceofmanyknownandunknown                                
factors, suchasmakingmeasurementsatOSIlayer5,andthedifferencesthatmayarise                             
between browser’s JavaScript engine implementation (JavaScriptCore, V8 ), among many                   
others. This problems are not minor and will be worked around in the next sections. 

HTTP GET and TCP latency 
What is the snippet above measuring? Is it measuring actual TCP RTT? As it is, the                               
snippet is not measuring TCP RTT alone. 

Is the HTTP connection establishment process shown in Figure 1 consistent across devices? 
Surely not. Let’s examine it again: 

1 It could bearguedthattheusersaccessingacertainwebsitedonotvarymuchandendupbiasingthedatagenerated.                                               
Whilethisstatementistrue,itcouldalsobearguedthatbyestablishingagroupofsitesofferinglatencymeasurements,                                      
different audiences are reached and thus the measured data ends up being representative. 
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Figure 2  Error sources implicit in HTTPbased TCP latency measurements. 

Let’s consider the following: 

1. Both client and server introducing delays. Server delay: does it depend on server 
load? Server OS? Web server application? 

2. The script relies heavily on hitting a 404 Return Status. Heavy 404 pages may rise 
an issue, as the TCP payload gets bigger so do the latency measurements (stopwatch 
stops at file received moment in Figure 2). Probably doing a GET to an unavailable 
port instead of an unexistent makes the script 404independent? Would that be 
faster? It could be an option, or even another measurement tool... 

3. Additional error: the client browser’s JavaScript engine implementation (covered 
later). 

4. Actually 2 RTTs (after theTCP3wayhandshake)occurredbeforetheHTTPHeaders                         
arrived! One simple approach: 
 

... 
 
rtt = (+new Date  ts); 
rtt = rtt / 2; 
 
... 

Most of the tests will be performed against different destinations, and therefore the                         
measurements will occur during TCP connection establishment, but most of them will be                         
performed more than once against the same destination, where a connection has already                         
been established. The latter tests won’t open a newTCPconnection,butratherusethe                             
alreadyopen TCP connection inordertomaintainapersistentHTTPconnection.Thetime                         
required for the alreadyopen connection phase happens to be halfofthetimerequired                           
for the TCP connection establishment phase. Let’s examine it: 
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Figure 3  Persistent TCP connection anatomy. 

Att1,andconsideringlight404pagesaswellasnotloadedservers,theHTTPErrorCode                                 
arrives after about 1 RTT. Considering the above example where the HTTP Error code                           
arrived after 2 RTTs, we should consider: 

 
// 1st GET 
rtt = (+new Date  ts); 
rtt = rtt / 2; 

// ...2nd GET onwards 
rtt = (+new Date  ts); 
 

...or simply discard the first measurement. 

So, is the instrument measuring web server + client browser performance? Neither! The                         
outcome of these measurementsarepartlybiasedbydeviceperformance,partlybiasedby                         
the percentage of the population being sampled, and hopefully mostly dependentontrue                         
TCP network latency. In order to finetune the instrument, some laboratory statistical                       
data has to be measured regarding the devices performance, most notably the client                         
browser’s JavaScript engine performance (as it varies widely between implementations). 
Hands on… 
Measurement results 
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Figure 6.1  JavaScript ~6K sample normal and lognormal PDF

 
Figure 6.2  JavaScript ~6K sample normal and lognormal CDF

Figure 6.1 and 6.2 show a ~6K sample data set, from a fixed origin to a fixed                                 
destination,collectedbytheJavaScripttool.Thefirstobservationthatcanbemadeis                           
that the histogram in Figure 3.1 is not symmetrical: it is a righttailed histogram,                           
which indicates that the distribution of this sample isnotnormal.Doingafittingto                             
match a normal and lognormal distribution, we can visually infer that the lognormal                         
fitting suits better the data set. This curve is coherent with typical lognormal                         
processes, which are those affected by random and independent elements, such as the                         
network factors we suspect introduce uncertainty in this kinds of measurements. 

This measurement results encourage us to keep on doing some research about TCP and                           
JavaScriptlatencyrelationship.Theydonotmeanthatthelognormaldistributionisthe                         
bestdistributionforthisdataset.Thereisstillresearchtobedoneinsearchingfor                               
the best fitting distribution for JavaScript measurements and analyzing µ and σ, and                         
looking for any relationship between these statistical parameters. We hope to find                       
relationships between distributions and OSes and web browsers, for example (not real                       
values): 

 
HTTP UserAgent Field    Tester environment    Measurement 

normalization 
Mozilla/5.0 (Macintosh;   
Intel Mac OS X 10_9_2)         
AppleWebKit/537.75.14 
(KHTML, like Gecko)     
Version/7.0.3 
Safari/537.75.14 

> 

OS: OSX 10.9.2 
Browser: Safari 7.0.3 

> 

µ shift = 10 ms //           
shift measurements left     
10 ms 
σ = 1.3 // 30% more           
‘spread’ curve 

JavaScript and TCP 
In order to find out a correlation between JavaScript RTT and TCP RTT, another setof                               
tests was runfromthebrowser’sJavaScriptengine,andsimultaneouslysniffedbyaTCP                          
sniffer. This way, the same set of measurements were timed from two different scopes. 

Some questions we had beforehand: 

1. MeasurementshaveshownusJavaScriptpresentlognormallatencyresults.WillTCP                     
show the same distribution? 

2. Will it show similar statistical parameters? 
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3. Most importantly, can we parametrize any differences between JavaScript and TCP? 
4. Which parameters affect mostly these differences? OS? Browser? How the server                     

manages HTTP requests? Network congestion? Timeofday? 

After running the tests and collecting data sets of~500samples,theresultscouldbe                             
summarized in Figure 4.1 and 4.2: 2

 
Figure 4.1  Histogram showing sampled RTTs from the 

JavaScript tool (red, rightmost) and a TCP sniffer (green,
leftmost). 

 
Figure 4.2  The same data from Figure 4.1 charted vs.
time. The red line corresponds to JavaScript, the green

dashed one to TCP. 

Figures 4.1 and 4.2 make us believe that JavaScripteffectivelyaddssomedelaytothe                             
browser’sTCPconnections,astheJavaScript(red)probabilityhistogramisconsistently                     
shifted towards higher latency values. As to whether TCP results show a lognormal                         
tendencyasJavaScriptdid,wecanonlyobservethattheTCPresultsaremoresymmetrical                             
than the JavaScript ones. This leads us to think that JavaScript processing not only                           
shiftsthegreenPDFtotheright,butalsodistortsitinsuchamannerthattheredPDF                                    
ends up fitting better a lognormal than a normal distribution. 

Fittinganormaldistribution tobothdatasets,thebestfitforTCPwasµ=316.6σ=8.6,                               3

andforJavaScriptµ=332σ=8.0.Thedifferencebetweenthedistributionsmeanswas16.11                         
ms.Itisstilltobeexploredwhichfactorsaffectthisdifference,aretheyclinetside                             
factor? In whichwaycouldthesefactorsbepredicted?OS,browser?Infuturerevisions                           
of this document we should explore a bit more about it. 

Network congestion 
OneparameterthataffectsTCPlatencymeasurementsisnetworkcongestion.Theoretically,                     
latency measurements are closely tied to the network congestion at the moment of                         
observation, the more congestion, the greater the latency values. 

Havingthisfactinmind,wedecidedtoinspectthelatencymeasurementsgatheredandsee                             
if there is a direct correlation between these two attributes.Ifthisrelationshipis                           
found, we can predict the delay introduced in the measurements due to congestion and                           
mitigate errors in measurement. Any direct relationship should show greater latency                     
values at peak traffic hours. However, our latency measurements show that there is no                           

2 Tests were ran on Safari 7.0.3 browser on OS X 10.9.2, on a wired ethernet connection, and sniffed by the tcpdump utility. 
3 Lognormal distributions are 0based, and important metrics such as µ difference can’t be correctly estimated. For a                                   
preliminary analysis, we chose to fit data to a normal distribution. 
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such relationship. The relationship between RTT and timeofday can be seen in Figure                         
5.1, 5.2, and 5.3. 

 
Figure 5.1  Regional RTTs  Figure 5.2  Brazil inner RTTs  Figure 5.3  Mexico <> Uruguay RTTs

AsFigure5.1,5.2,and5.3show,thereisnodirectrelationshipbetweentimeofdayand                             
latency measured, as measurements look like ‘white noise’. These three different                     
scenarios try to represent the LAC Internet in three different ways, having the whole                           
region considered (5.1), only a specific country (5.2), and a pair of countries (5.3). 

Considering that LAC Internet traffic is cyclical in a 24hour basis [2], we could                           4

assumethereisadirectrelationshipbetweentimeofdayandnetworkcongestion.Having                      
this in mind and considering the 5.X charts, we tend to think there is no direct                               
relationship between LAC Internet congestion and out latency measurements. 

Browser tests 
Asmentionedabove,JavaScriptexecutionistiedwiththebrowser’simplementationofthe                         
JavaScript engine. Because ofthis,differentbrowsersresultindifferentRTTs,sothe                         
question is, is there a way to determine a “normalized” JavaScript latency? Lets say,                           
could we assume that, for example, Google Chrome browser results have a determined X                           
milliseconds shift of its PDF? Is there some relationship in the result’s variance? 

Running some quick(~1000samples)testsfromthreedifferentbrowsers(onthesameOS,                           
atthesametime),wefoundthatbrowsersshowsomedifferenceintheircurve’sµandσ.                                
Test results are shown in Figure 7: 

4 For IPv6, network traffic at IXPs is not as cyclical as for IPv4 [3], but considering most of the measurements are still 
done over IPv4, we could discard the acyclical behaviours at the moment. 
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Figure 7  Differences between browser’s perceived latency. 

Figure 7 shows clear differences between browsers behaviour for this data set. All                         
histogramsshowalognormaldistribution,sotheparametertobelookingatisthemedian                            
values and how they differ from browser to browser. 

Atthemomentnostatisticallyrelevantconclusionscanbereached,butafterdoingsome                           
more research and having enough amounts of data we hope we’ll be able to draw more                               
interesting conclusion about the browser’s JavaScript engine behaviour and their                   
differences. 

Conclusions 
Field of application 
Latencymeasurementshaveastrongrelationshipwithnetworkconnectivity:thelowerthe                      
latency values, the bettertheconnectivity.Usuallylongerpathsrequiremoretimefor                         
thesameinformationtotravel,suboptimalroutingmakesthispathdifferencesmanifest                       
into time differences. Network connectivity is an attribute that not only depends on                         
network topology, but also depends on agreements between network operators and other                       
agents(otherInternetServiceProviders,InternetExchangePoints,backboneproviders).                   
Therefore, poorly connected ISPs will show greater latency values. 

Given this scope, bymaking“mesh”latencymeasurements,thatisfromdifferentorigins                         
todifferentdestinations,aconnectivitymatrixbetweenAS,countries,orregionscould                      
be built. Also,pathdifferencecouldbedetectedasaconsistentdifferenceinlatency                          
values.Let’scheckthefollowingexample,withsamplestakenwiththeJavascripttester                         
between Chile and Uruguay (~1300 km apart): 
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Figure 6.1  Path difference in latency measurements 

between Chile and Uruguay in 2014 
 

Figure 6.2  Path difference in latency measurements 
between Brazil and Argentina in 2013 

ThehistogramsinFigure6.1and6.2showstwoclearpeaks,onearound100msandanother                                 
around 400ms.Thiskindsofresultsleadustothinkaboutinformationflowingbetween                             
twocountriesviatwoverydifferentpaths:theslowertaking4xthetimetotravelthan                               
thefastestone.Thecountriesinthisexampleshouldconsidermakingtheirconnectivity                         
better! 

Conclusions 
In this document we have covered some reasons for which JavaScript might help network                           
measurements and analysis. Javascript hasalwaysbeenconsideredawebfrontenddesign                       
programminglanguage,buttestshaveshownthatwhenpushingitscapabilitiestotheedge                           
itcanhelpharvestingofinformationfromverydiversesources.Pushingthelanguageand                           
itscontexttotheedgeimpliesmakingstrongassumptionaboutmanyelements,fromwhich                           
this paper focused on browser performance. 

Despitebeinginanearlystage,theJavaScripttesterhasdemonstratedthatbygathering                           
results in a “mesh” fashion it can help to get to know network latency values in a                                 
realistic way, specially when the networks scanned are big and somewhat divided                       
(different network operators, bad routing policies). 

Nevertheless, this new approach to measuring latency doesn’t substitute traditional                   
latency measurement techniques. The JavaScript tool provides information on how the                     
enduser perceives network latency, as an OSI layer 4 (TCP) attribute. Using the                         
JavaScripttoolisawaytocomplementthosetraditionalresults,originatingfromother                        
ICMP , TCP, and UDP tools. 

We strongly think that the kind of information gathered by this type of tool is very                               
valuable for encouraging more regional connectivity agreements, infrastructure               
investments, and local content. A widespread use of tools ofthiskindwilleventually                           
lead to gather information of good quality and develop a better regional Internet. 
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